Transaction Processor

Version 4

Administration Guide
Revision 1.410

CL[EIO



RESTRICTED RIGHTS
Use, duplication, or disclosure by the Government is subject to restrictions as set forth in subparagraph (C)(1)(ii) of the Rights in Technical
Data and Computer Software clause at DFARS 252.227-7013.

Manufacturer is:

Cleo Communications
4203 Galleria Drive

Loves Park, Illinois 61111
Phone: 800.233.2536

Fax: 815.654.8294

Email: salesEN@cleo.com
Web Site: www.cleo.com

Support: 1.866.444.2536 or SupportEN@cleo.com

Cleo Communications reserves the right to, without notice, modify or revise all or part of this document and/or change product features or
specifications and shall not be responsible for any loss, cost or damage, including consequential damage, caused by reliance on these materials.

This document may not be reproduced, stored in a retrieval system, or transmitted, in whole or in part, in any form or by any means (electronic,
mechanical, photo-copied or otherwise) without the prior written permission of Cleo Communications.

©2012 CLEO COMMUNICATIONS ALL RIGHTS RESERVED. CLEO IS A
REGISTERED TRADEMARK OF CLEO COMMUNICATIONS. ALL OTHER BRAND
NAMES USED ARE TRADEMARKS OR REGISTERED TRADEMARKS OF THEIR
RESPECTIVE COMPANIES.


mailto:salesmi@cleo.com
http://www.cleo.com/
mailto:SupportEN@cleo.com

Table of Contents

VI O 116 @ 1 [ ] 6
OVEBIVIBW ..ttt bbbttt bbbt bbbt e Rt e s e b et b e bt e b e e b e e bt e bt et e b et e nbe b et e aneenes 6
COMPONENT DIAGIAM ...ttt b bt bbbt e et e sb e b e nbeabenbeeneas 7
FFRATUNES. ...ttt e st b e e Re e e R e e e R e e R e e Re e R e e R e r e e re e 7
FUNCEIONAI DESCIIPTION ...ttt bbbt nne e 8
(@0 ) o[0T LA o] ISR PSSRSO 8
AMINISTIATION ..ttt et este e st e s be et e aseesreenteeseeareenteeneeaneenes 8
CONNECLION IMTANAGET ... ecuvecieeite ettt ettt e st e s e s te e te e s e s saesteeseeeteesbeesaesseesteeneennenreentens 9
(€1 I I LTS Y o I =1 9
e oo [T | (=L SRS 9
USING THE WEB ADMIN......coiiiiiiiiiiiiiiiiieeeeeeeeeeeeee ettt e e e e e e e e e e eeeeeeeeeeeeeeeees 10
ACCESS the TP WED AGMIN ..o et e 10
CONTIGUIALION FRATUIES .......ouiiiiiiiiieiieiiee ettt bbbttt sttt b e 12
Saving Configuration SETINGS .....ccveiiiieieee e ee e e 12
CoNTIGUIE SESSION POOL........oiiiiiiitiiic et bbb 14
ASSIGN TraNSACLION SEL ......eiiiiiciice et ste et esbe e 14
ASSION HOSE SEEHINGS ... 15
DiSADIE SESSIONS. .....eiiiiiiiieeieee ettt e enes 16

ENADIE SESSIONS.....c.eiieiiitieii ettt ettt esteeteeneesre e teeneeareenneeneeaneeneen 16

Define Keyboard Macros (admin user only, no secure encryption) ..........cccceevevvevveseeenne. 16

Define Keyboard Macros (admin user only, with secure encryption) ..........c.ccocceevrvnunne. 20
CONFIGUIE HOSE SEIINGS ... .e ettt e et re e sba e s beesrneene e 23
Add 8 NEW TN HOSE SELLING ......eeviiieieieeiieiise e e 23
CONTIGUIE OPLIONS. ...ttt st e e e e s ae e s sbe e beeesteessteabeeaseeareea 27
VIBW BaSE PALN ...ttt re e 28
Configure TIMING OPLIONS ......cciiiiieiie e e e reesree s 28
CoNTIGUIE LOG LEVEL ... 29
Configure Recovery Options (for TN transactions only) .........ccccccvevviieviieiieesie e 30
Configure Tracing (for TN transactions ONlY) .........cccceeieiinenieiiseneee e 31
Configure SSL SUpport t0 TP CHENt .......oooiiiiee e 33
Configure Encrypted Macro TabIe .........oooiiiiiiiiieeee e 33
Configure E-mail Notification (Windows only) .........cccccooiiiiiiiiiiiccii e 34

Configure Event Logging (WindOWS ONMY) .......ccceiieieiiiieee e 36



Configure TN3270 Auto Reconnect/Retry: (Windows only) .........cccceevvveeneniniieniennnnn 36

View Version and License INFOrMation ..........ccoccoviiiiiiene i 37
AdMINISTFAtION FRATUIES ..ottt sttt e s be e sreenteenee e 38
RT3V 10 o PSSR 39
Managing Sessions USING the WED ...........ooiiiiiiiie e 40
SBIVICE STALUS ... titietiitieie ettt bbbttt et e bt e bt nbenne s 40
Starting and Stopping the SEIVICE........cuiiiiii e 40
SESSION MANAGEIMENT .....cueiiiieiieie ettt e e e b e e reetesreesreeneenee e 42
SESSION POOI STALUS ...ttt ettt e b ene e 44
Management Using Command-1ine ULHITIES ..........cccvoviiiiiiiiiise e 46
Start/Stop/Status Of the TP SEIVICE ..o 46
SESSION MANAGEMENT ......eiiiieiiecie ettt e e sr e re e teete e e e sreereenee e 46
SESSION IMONITOTING ...ttt n bbb ene s 49
USING THE CONNECTION MANAGER ......cottiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeee e 50
] 8 oo 11! o] o 1RSSR 50
USING THE CLEO FAIL OVER MONITOR SERVICE ...ttt 51
FAIlOVEr SUPPOIT.......oiiiiii 52
Access the CoNNECLION IMANAGET ...........coveiiiie ettt ae e sreesre e 53
(@o] ] g TcTot o] g = oTo] IS (1 o USSR 54
Enable/Disable and Configure the Cleo Fail Over Monitor SErvice .........cccccovevvevveveiicseennns 54
Add a CoNNECION OF POO.........ooiiieee et neenee e 55
Modify an EXiSting CONNECLION .........couiiiiiiieiieee ettt sre e re e 56
Delete an EXIStING CONNECLION. .......c..oiiiiiieieieiesie ettt 58
LY 0] 114V O (o [T OSSPSR 59
Delete an ENLIFe POOI .......c.ooiiiiee ettt e steeneeaneenneenae s 59
SErvice StatuS MONITOFING ......cuiiieie ettt sae b e e reesbe e e sneeanas 60
APPENDIX A: MANUAL RECOVERY (TN ONLY)..cooiiiiiiieee, 61
TS o] IV A 1= =T PSPPSR 61
SESSION VIBWET TOF XIMIL ...ttt ettt nta e enneeneeeneenns 63
APPENDIX B: TROUBLESHOOTING.......cciiiiiiiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeeeeee ettt 64
(LT LT = LIt g 0] USSR 64
(000 a1 1o U] =t u o] AT =t g 0] TSRS SPPPP 65
Asynchronous Keyboard Macros and Session FIlesS..........cccoviieiiiieiiiese e 65

Failure to Enter A Required Host Name (Host Setting Configuration)...........c.ccooeveiienennnnns 65



Failure to Enter a Required Parameter (Host Setting Configuration)..........ccccecevveveiieneenns 66

Failure to Enter Macro Fill With (Base) ValUE ...........cccccceiveiiiie e 67
INValid MaCIO STArt ValUE.........cceeieiiiiie et 68
INValid SESSION RANGE........eeiiiiieieeie ettt et et e s e et e aneesraesneenee e 69
AdMINISTFAION EFTOFS ..ottt st b et esreenteenee e 70
Starting the Transaction Processor Service when it is already running...........ccccceeevevveveseenee. 70
Stopping the Transaction Processor Service when it is already stopped.........cccccevvvviverenennee. 70
(0o [\ [T = T (X TSP OPRP 71
=] 1 o1 o] o USROS 71
JLIC=To! T o= ST o] o To o OSSPSR 71

GO S S A RYY e et 72



Transaction Processor Administration Guide Introduction

Introduction

Overview

This document describes the functions provided by the Transaction Processor administration,
configuration, and connection manager tools, hereafter referred to as the TP Admin. The TP
Admin is a web-based utility that allows a user to configure and manage the Transaction
Processor.

The Transaction Processor Administration, Configuration, and Connection Manager utilities
are one component of Cleo’s Transaction Development Kit, a set of tools designed to
simplify program access to mainframe and application server data. This kit is composed of:

e Transaction Designer (TD) —records screens and creates transactions.

e Transaction Designer for XML (TD-XML) —imports or captures XML documents and
creates transactions.

e Transaction Processor (TP) — processes the transactions in real time.

e Transaction Processor Client (TP Client) — provides the basic API functions.

e A set of Transaction Processor Administration, Configuration, and Connection Manager
utilities (TP Admin) — web based tools used to set configuration parameters, provide
session monitoring, display log messages and statistics for the TP Service and initialize
the connection pools for redundant and secure client support.

Other supporting documents include:

Transaction Designer User’s Guide

This guide explains how to record screen clips and create transactions.

Transaction Processor Quick Start Guide

This guide lists prerequisites and provides an installation procedure for the Transaction
Processor.

Transaction Processor Client Quick Start Guide

This guide lists prerequisites and provides an installation procedure for the Transaction
Processor Client.

Transaction Processor Programmer’s Guide

This guide provides information about developing applications that utilize the Transaction
Processor.

On Windows, the Administration Guide and Programmer’s Guide are installed in the
%TP_HOME%\docs directory in PDF format.

(For example: C:\Program Files\CleoTP\docs\AdminGuide.pdf).

These documents can also be found on the Transaction Processor installation CD.
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Component Diagram

Servlet
Engine
Web Admin
Config Admin Connection Transaction
Page Page Manager Designer

Transaction
Processor

Tramsaction Set
Directory
(trans)

Macro
Directory
(macros)

Configuration
Directory
(conf)

Log
Directory
(logs)

Resource
Directory
(resources)
[ [ { | [ [
Host

Sessions License Macro Options

File File File File Configuratin -
(sessions)  (cleotplic)  (keyboard.mac) Host (cleotp.cfg) File 0g Transaction
Setting (hosts.cfg) Files Files
Files (*.log) (*oml)

(*.zcc)

Figure 1: Component Diagram

Features

For a TP Service installation, the Web Admin consists of a configuration page, an
administration page, and a connection manager page. For a TP Client installation, the Web
Admin consists of only the connection manager page.

The configuration page is used to set configuration options and define resources required by
the Transaction Processor. These settings are then stored in the configuration file
(%TP_HOME%\conf\cleotp.cfg, sessions file (% TP_HOME%\resources\sessions), and
keyboard macros file (%TP_HOME%\macros\keyboard.mac). The default %TP_HOME%
is C:\Program Files\CleoTP on Windows, /opt/cleotp on UNIX/Linux.

The administration page allows the viewing of and searching through the log files
(%TP_HOME%\logs\*.log). The tool also provides session information such as status and
last transaction run.

The connection manager page allows for the configuration and monitoring of pool(s) of
connections. The pools are used to optionally support failover and/or a secure connection
from the TP Client to the TP Service.
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Functional Description

Configuration

The following configuration settings can be viewed, set, or modified:

Session pool information (set ranges; enable/disable ranges; edit ranges; assign hosts)
Keyboard macros (admin user only, no secure encryption enabled)

Timeout (maximum seconds to wait for a host screen or XML response to arrive after
sending data to the host/server)

Interlogin gap (number of seconds to wait before logging in next session)

Maximum recovery tries

Recovery retry interval

Recovery wait time (in seconds)

Time in ASSIGNED state (this factor times the recovery wait time before an assigned
session is thrown into recovery)

Shutdown time

Log level

Auto Recovery

Data Stream and Low Level Trace Information

SSL Support

Secure Encrypted Macro Table

Host Settings (IP address and port of host(s))

Version information

License information

Administration

The following capabilities provide administrative support:

View logs

Search for specific text in a log file
Start or stop the TP Service
Activate or deactivate sessions
Start or stop sessions

Monitor session status
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Connection Manager

The following settings can be viewed, set, or modified:

Connection pool information
Configure failover support
= Enable/Disable Failover Service
= Periodic time interval to run Failover Service to update status of all
connections
= Primary connection
= Secondary connections
Secure client support
Status of connections to services that are defined in a pool

Getting Started

Pre-Requisites

e Transaction Processor (TP) Service must be installed to access Administration,
Configuration, and Connection Manager Pages.

e Transaction Processor Client must be installed to access the Connection Manager Page
remotely.

e Transaction Processor Admin Service must be running if on Windows.
The tomcat web server delivered with the TP must be running if on UNIX/Linux.

e An Internet browser (such as Netscape 7 or above or Internet Explorer 6 or above) that
can display HTML 4 and interpret JavaScript and CSS must be available.

e A Transaction Set must first be created/defined using the Transaction Designer (TD).

e Each Transaction Set should reside in its own folder. The Transaction Set folder must
then be transferred into the Transaction Processor transaction set directory (i.e.,
%TP_HOME%\trans where the default %TP_HOME% is C:\Program Files\CleoTP,
/opt/cleotp on UNIX/Linux)

Refer to the Transaction Designer User’s Guides for detailed instructions on
creating/publishing/transferring transactions. Refer to the Transaction Processor Quick
Start Guide for installation and licensing instructions.
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Using the Web Admin
Access the TP Web Admin

To access the administration and configuration pages:

The Tomcat Web Server delivered with the TP must be running.
If on UNIX/Linux, issue the following command from the root user:
“tpadmin start*

On Windows, check that the Transaction Processor Admin service is running using Services
under Administrative Tools. If not, start it.

1. Enter the following URL into the address line of your Internet browser:
“http://<ipaddress>:38080” where <ipaddress> is the host name or IP address of the system
where the Transaction Processor service is running.

2. You will be directed to the TP Login Page

CLEO

User Name
Password

Login | Change Password

CLE

‘his content and all generating code is © 2003-2005 Cleo Communications

() Cleo Communications

3. Enter the User Name and Password in the fields provided. In addition to the admin user
name, there are 5 user names provided for use: userl, user2, user3, user4, user5. The
initial password is the same as the user name.

Note: The admin user has special privileges — ability to view and manipulate the
keyboard macro table, and ability to change the password for any of the above-mentioned
user names.

10
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4. Click the “Login” button. If you are logging in for the first time, you will be redirected to
a page that requires you to change the Password, shown below. Otherwise, skip to step 6.

CLEO

User Name Iadmin

Old Password |essee

New Password I
Repeat Password I
Change |
CL|E

vis content and all generating code is @ 2003-2005 Cleo Communications

() Cleo Communications

5. To change the password, type a new password into the “New Password” and “Repeat
Password” fields and then click “Change”.

WARNING: If you forget the admin password, you may be required to reinstall the
Transaction Processor.

Note: The “admin” user can change the password of any other user by typing his User Name
and Password and clicking “Change Password”. Then, change the User Name field to the
name whose password is being changed. If the password for the other user is not known, the
Old Password field must be left blank.

6. A page similar to the one below will then be displayed. From this page, you can go to the
Administration/Configuration/Connection Manager Page by selecting Administration /
Configuration / Connection Manager from the drop-down list and clicking GO.

Connection Manager ( A l
| &7

E

This content and all generating code is © 2003-2005 Cleo Communications

( ) Cleo Communications

11
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Configuration Features

CLEO

Configure: Sessions | Hosts | Options | Mersion | License | Add-Ons

Save Settings | Reset Settings | Return To Cleo Component Selection |

For Session Range: I to I
Enable Sessions | Disahle Sessions | Assign Sessions To Host “sample vl

Yiew Sessions | Assign Sessions To Transaction Set ||samp|e ﬂ

Session  TransactionSet ~ Host  Enabled
-——-.2| TTEE T O T OE

From the configuration page, you can define several different configuration settings described
later in this document. You can also choose to return to the Selection Page without saving by
clicking Return to Cleo Component Selection.

Saving Configuration Settings

To permanently save configurations, click the Save Settings button at the top of the screen. The
following dialog appears:

Explorer User Prompkt

X
Senpt Prampk:

Do pou wizh to update the TP Service immediately? [y or n:

]

Canicel

12
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If you would like the changes to take affect immediately in the running Transaction Processor
Service, enter “y” and click OK. If the save is successful, the following dialog appears:

Microsoft Internet Explorer ﬂ

L] "-n.‘ Successfully saved settings, TP Service has applied canfiguration changes,
[ )

Note that the following configuration options cannot be changed while the TP Service is
running: Server Address, Base Port, SSL Support and Encrypted Macro Table. In
addition, session enablement, transaction set, and host assignments cannot be changed
while the TP Service is running.

If you specify “n” and click OK, the changes will not take affect until the TP Service is restarted.
If the save is successful, then the following dialog box appears:

Microsoft Internet Explorer x|

j i
L] Successfully saved settings, The TP Service must be restarted For the changes ko take eFFect'.:
.

Whenever configuration changes are made that affect mapping of transaction sets to
sessions and host settings, the Transaction Processor Service must be stopped and restarted
for those changes to take effect. See Starting and Stopping the Service on page 40.

13
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Configure Session Pool

For Session Range: I to I

Enable Sessions | Disable Sessions | Assign Sessions To Host ||Sample j

Yiew Zessions | Assign Sessions To Transaction Set ||Sample j

-——-l 3 - = | -}

Figure 2 — Session Pool Setup

Assign Transaction Set

Transactions that are created in the Transaction Designer (see the Transaction Designer
User’s Guide for instructions on how to create transactions) can be run by the Transaction
Processor on the request of a user’s application. When a session assigned to a transaction set
is reserved by the user application, the transactions that are contained in the transaction set

are made available for a runTransaction call (see the Transaction Processor Programmer’s
Guide).

To assign sessions to a transaction set, you can either...

Manually select the transaction set from the drop-down list under Transaction Set for an
individual session.

-OR-
Assign a range of sessions to a transaction set:

1. Enter the session number or a range of session numbers

For Session Range: |1 to |1 0]

14
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2. Select the transaction set that will be using the session from the drop down list.

Agzign Sessions To Transachon Set

*hhkkkhkhkhkkhkhkhkkhkhkhkkhkhkhkkhhhkkhkhhkkhihhkkhhhkhkhhkhkhkhkhkihhkhkkihkhkkihkhkkihhkkhihhkkhihkkhihkkhihhkkhkhhkkhihkhihkiik

NOTE: These transaction sets must already have been defined by the TD (Transaction
Designer) and have been copied to the same machine that the Transaction Processor is
installed — i.e. a transaction set subdirectory must exist under the main transaction set
directory (% TP_HOME%\trans\<transaction set name> where the default
%TP_HOME% is C:\Program Files\CleoTP on Windows, /opt/cleotp on UNIX). For TN,
the transaction set folder must contain login.xml and scdefs.xml.

Fhhhhkhkhkkkhkhkhkhrrhhkhkhkkkhkhhrhrrhhhkhkhkhhhirrhhhhhhhhirrhhdhhhhihirrhhdhhhiiiiiix

3. Click Assign Sessions To Transaction Set.

Assign Host Settings

Each transaction set contains a set of transactions that are designed to run against the

configured host. Therefore, each host setting must be assigned to the session for which the

associated transaction set is assigned.

To assign which hosts that sessions will connect to, you can either...

Manually select the host from the drop-down list under Host for an individual session.
-OR-

Assign a range of sessions to a host:

1. Enter the session number or a range of session numbers

For Session Range: |1 to |1 0]

2. Select the host that the transactions will be running against from the drop down list.

3. Click Assign Sessions To Host.

15



Transaction Processor Administration Guide

Disable Sessions

If you wish to temporarily remove a session from a session pool but keep the definition
intact, you can either...

Manually deselect the associated checkboxes under Enabled for an individual session.
-OR-
Disable a range of sessions:

1. Enter the session number or a range of session numbers

For Session Range: |1 to |10

2. Click Disable Sessions.

Enable Sessions

To re-enable the session, you can either...

Manually select the checkboxes separately to individually add sessions.
-OR-

Enable a range of sessions:

1. Enter the session number or a range of session numbers

For Session Range: |1 to |1 0]

2. Click Enable Sessions.

Define Keyboard Macros (admin user only, no secure encryption)

Keyboard Macros allow you to specify variable input data (such as login ids and passwords)
in “to host” fields created using the Transaction Designer. A Keyboard Macro is indicated by
“[n]” in the “to host” field value, where “n” is the column number (1-10) in the Macros table.
Refer to the section entitled Define Variable Data Fields in the Transaction Designer User’s
Guide for details on setting up these field definitions.

At run time, the Transaction Processor Service accesses the Macros table and makes
appropriate substitutions when sending the input to the host.

16
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B R R R R R R R R e R R R R R R R R R R R R R R R R R R R R R R R R R AR R R R R R R R R R R R AR R R R R R R R R R R AR R R R R RARA R R R R

NOTE: There is a separate keyboard macro definition for each session that is configured.

B R R R R R R R R R R R R R R R R R R R R R R R R R R AR R R R R R R R R R AR R A R R R R R R R R R AR AR AR AR AR R R R R R AR AR R R R R R R R R R R

For example, the field4 value “[2]” ( Figure 3) as defined in the TD is replaced by “passw1”
when using session 1, and replaced with “passw2” when using session 2 since those are the
values defined in column 2 of the keyboard macro table (Figure 4).

L=
File Edit Help |

Recarded Screen Clips Sereen Identifiers
=+ _4 RecardingClip1 1= CLED COMMUKICAT IONZ
_____ # screent " Blank Screen = Any Screen
""" * screen2 % This Screen
""" * screens Text [should oe
----- # screens
----- # screend il
----- # screen? ;I
----- # screend
----- # screend —I —I
----- # screentl
# screentd e
""" # screent2 Field Definitions
----- # screents |
..... * soreentd From Host
# screents l|||row |col [size [Field Name
NewTransl (1] De\etel ;I
s, 4
Host Transactions
..... J ‘Ugin -
_Apark —I
----- 4 logout |
----- _i recovery =
E-_4 transaction1 To Haost
[Float  [Field Name  [value
----- field3 tsoby a|
g field4 ]
| =
[ Place Cursor at row I_ column
Row [ Column Size: |

Figure 3: Keyboard Macro in Transaction Designer

_
1 Isample Isample WWF%%

| Isample JlsampIeSSL J| IIDglnle IpasswdQ Itest2| I I

Figure 4: Keyboard Macros Table

1 ~— e—— —
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To assign keyboard macros to sessions, you can either...

Modify an individual macro directly by typing into the appropriate text field under the
numbered button headers. Click “Save Settings” when done.

-OR-
Define keyboard macros for a range of sessions:

1. Enter the range of sessions

For Session Range: I1 to |2

2. Click the numbered button over the associated column

3. When the button is clicked, the following window will appear.

-2} Edit Macros in Column - Microsoft Inter =0 x|

Edit Macros in Column 3

Fill with: |
r |f’-‘~ppend 'I starting at|1
Fill Eange | Clear Range | Cancel |

Figure 5: Edit Macros

To clear the contents of a column, click Clear Range. The contents of the column for the set

range of sessions will be emptied.
To fill all the blank text boxes in the column for the set range with text:

1. Fill in the text box next to Fill with:

Fill with: test

18
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2. Optionally append or prepend an auto-incrementing number by selecting the checkbox
next to the drop-down list, selecting Append or Prepend from the drop-down list, and

entering a starting number.

v IAppend "I starting El'[l

Preend

3. Click Fill Range.
4. The text will be displayed in the appropriate column.

Session  Transaction Set  Host  EnabledKeyboard Macos
| | O | BN | BN | OF | HR |
-Isample vilsample '” lIDginicﬂ Ipasswd1 Itesﬂ I I I
-Isample jlsampIeSSL j| v IIDginidZ IpasswdQ Itest2| I I l
I b r 5

Figure 6: Keyboard macro values displayed

After the macro values have been entered, the “Save Settings” button must be clicked
before turning display on/off.

To turn display of macro values on or off in a column, click the “ button. For example, the
table above would be displayed as shown in Figure 7 after clicking “ in column 2.

Enabled Keyboard Macros
-——-.—l—-.—l—-l

sample loginidl [LITITT] test]

sample
Isample j sampleSSL j I loginid2 sesseew testd I

Figure 7: Hidden keyboard macro values

19
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Define Keyboard Macros (admin user only, with secure encryption)

When “Encrypted Macro Table” is turned on through the Configuration options, the macro
value tables by each session will not be shown. This is an added security feature that will not
show the macro values to any user, including the admin. To enter in macros with the macro
encryption feature, the admin must use the encryption utility found in %TP_HOME%/bin
called “Encrypted Password.exe” (default is C:\Program Files\CleoTP on Windows or
/opt/cleotp on Unix).

Launching this application will display a screen similar to below:

= Encrypted Password Utility

Conversion. ..,
Session: 1 Bdl
Macro &: &

Enter Current Value (if present): \ J

Enter Mewy Value: ‘ J
Re-Enter New Value: \ \

[ Submit ] [ Cancel ]

ress Submit to Save the change.

Figure 8: Encrypted Password Utility

20
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If macro values have previously been recorded, and you would like to convert them, click
“Conversion...” in the menu. This will display the screen below.

£ Conversion Utility

Please click convert to re-encrypt the password file to the new, secure password encryption.

Source: | D:\Program Files\CleoTPynacros\keyboardd mac ‘

[ Convert ][ Cancel

Figure 9: Conversion Utility

The “Source” field should point to the correct macro file (the older version of the file that
you wish to convert to the new, secure version). If it does not point to the proper file,
choose the correct macro file by using the “Choose...” button.

Once you have properly entered the macro file to convert, click “Convert”. The result will be
a new, securely encrypted macro file.

NOTE: This conversion is one-way. You cannot decrypt the new macro table back to the
original file format.

If you do not previously have a macro file, or you wish to make changes to the macro file
after conversion, you must use the main screen to make changes.

Changing Macro Values

To add security to macro fields, the new security macro table will never display values. This
requires all values to be known prior to making any changes. Old values will be displayed as
asterisk (*) when typed, and the new value will not be echoed to the screen at all.

To determine if a new value has been entered, two check boxes are at the bottom of the
screen. These check boxes will become checked when a value is typed into the
corresponding field.

To change a macro value, change the Session and Macro boxes to the appropriate position.
For example, if you would like to change session three and the second macro field, you
would change the session to “3” and “Macro #” to “2”. If the old value was “pass123”, that
would be entered in “Enter Current Value” box. Then, enter the new password in the “Enter
New Value” and retype the password in “Re-Enter New Value”.

Once that has been completed, click the “Submit” button to save the changes. If successful,
the status bar will display a message indicating success. If not, the status bar will provide
more details as to why the save failed. There are a number of reasons for a failed save,
including not retyping the password correctly, or the previous password was invalid, etc.

21
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Adding New Macro Values

To add a new macro value, repeat the process for “Changing Macro Values”, except for the
“Enter Current Value” field, leave this blank.

Removing Macro Values

To remove a macro value, follow the process for “Changing Macro Values”, except for the
“Enter New Value” and “Re-Type New Value” fields, leave them blank.

Mistype in the New Macro Value

If you realize that you’ve made an error in the “Enter New Value” or “Re-Enter New Value”
fields, you can click the “Clear” button to remove what you have typed in that field. You can
then retype the value correctly and press “Submit”.
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Configure Host Settings

This section describes how to configure the connection for communicating with a TN
Mainframe/IBM AS400(S series) Host that supports TN3270 or TN5250 Protocol.
The Cleo TP Software acts as a TN Client to a Mainframe/IBM AS400(S series)’s TNSERVER.
= TN - a host providing access to tn3270(mainframe) or tn5250)IBM AS400(S series)
applications.

[ Update | View Settings For Host ]|esker v|m [ Add New Host Of Type ”TN V‘

Figure 10: Host Settings

Add a New TN Host Setting

Since the preconfigured setting delivered with the sample is for accessing a public host, you
will need to add a new host setting for your business application.

To add a new tn3270 or tn5250 host setting:

1. Select TN from the pull-down box.
2. Click Add New Host Of Type.
3. Enter a unique name for the host setting. Click OK.

Explorer User Prompt
Script Prompt: 0k

Cancel

x|
Enter a unigue name far the new host setting: |

Iiaguarl

23



Transaction Processor Administration Guide

4. Enter host settings as shown in Figure 11 and click Save when done.

= Host Settings - TN - Windows Internet Explorer [Z||E|

samplessl
Host Address: |nermvs.nerdc.uﬁ.edu |
Port: EE |

Emulation Type: TN3270 ~
Screen Size: Model 2+

Turn E Support @ On O Off

LU/Pool: | |
[] E Response Support
] Use Keep-Alive

Keep Alive Timer: |5 | minutes
Keep Alive Sequence:
Use SSL: O Yes @ No

SSL Certificates:
Accept Self-Signed @® Yes © No

Accept Expired O Yes @& Mo
Accept Hot Yet Valid O Yes @ No
Accept Invalid O Yes @& Mo

Ignore Certificate Error ) Yes & No

[Save] [ Delete ] [Close ]

€| 10.10.66.64

/= Host Settings - TN - Windows Internet Explorer

sample
Host Address: |nermvs.nerdc.uﬂ.edu |
Port: |23 |

Emulation Type: | TH3270 »

Turn E Support: ® On O Off

Device Type: |

LU/Pool: |

Use SSL: O On ® Off
Use NLS: O On ® Off

MLS Translation
Table: |

[Save] [ Delete ] ’CIase ]

Figure 11: TN Host Settings (Windows on left, UNIX on right)

Turn E Support: is either On or Off

The following are optional:

e LU/Pool: is the specific LU or pool name that you wish to use

o Device Type (supported on UNIX only): specifies terminal type to be used during sub-
negotiation when connecting to the host. If not specified, the following terminal types are

assumed: IBM-3279-2-E, IBM-3278-2-E, IBM-3279-2, IBM-3278-2

Host Address: is the host name or IP address of the TN Server or 3270 host computer.
Port: is port/socket number of the TN Server (as defined on your TN Server — default is 23)
Emulation Type: is either TN3270 or TN5250
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Supported on Windows only

Screen Size: Default Screen Size is Model 2(24x80).

Optionally can specify Model 3(32x80), Model 4(43x80), Model 5(27x132), or Dynamic.

E Response Support: Older TN3270 Servers such as IBM Communications Server require
this to be checked. Most modern TN3270 Servers do not have this requirement.

Use Keep-Alive: Some TN3270 Servers will shut down a connection if there is no activity
for a specified amount of time. To prevent this automatic session termination, use the Keep-
Alive option to send a periodic signal to the server. This feature can also be used to keep an
internet connection alive.

Keep Alive Timer: This value specifies the regular interval at which a timing signal is sent.
The value may be between 1 minute and 1440 minutes (1 day). The default value is 5
minutes. Use Keep-Alive must be checked to use this parameter, otherwise it is ignored.
Keep Alive Sequence: Choose between two timing signal options: NOP or TM (Timing
Mark). The default setting is NOP. Use Keep-Alive must be checked to use this parameter,
otherwise it is ignored.

Use SSL: When set to Yes, SSL (Secure Sockets Layer) encryption is enabled and both
TN3270 and TN5250 terminal emulation sessions are protected from eavesdropping,
tampering, or message forgery. Secure Telnet sessions using SSL typically use TCP Port 992
instead of 23, but may be re-configured to any available TCP Port desired. The host
mainframe computer you are connecting to must also be configured for SSL, or a connection
will not be made.

The following are ignored if Use SSL is set to No:

e Accept Self-Signed: Set to Yes to accept a self-signed server certificate

e Accept Expired: Set to Yes to accept a server certificate that has expired

e Accept Not Yet Valid: Set to Yes to accept a server certificate that has a starting date in
the future

e Accept Invalid: Set to Yes to accept invalid server certificates for any reason other than
the date or signature. The server certificate check will be ignored.

e Ignore Certificate Error: (Not Yet Implemented) If set to No and any SSL certificate
connection error occurs, an error will be returned when attempting to connect to the host.

25



Transaction Processor Administration Guide

View or Modify an Existing Host Setting

Refer to Figure 10 and Figure 11 for the following instructions.
To view existing settings:

1. Select a host setting from the host drop-down list on the configuration page.
2. Click Update / View Settings For Host on the configuration page.

3. Once you’re done viewing the settings, click Close on the host settings window.

To update existing settings:

Select a host setting from the host drop-down list on the configuration page.
Click Update / View Settings For Host on the configuration page.

Make any modifications to the settings in the edit host settings window.
Click Save on the edit host settings window.

PohdE
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Configure Options

Remember to click the Save Settings button for changes to take effect.
** These parameters cannot be changed while the TP Service is running.

Base Path:

Time Qut:

Interlogin Gap:

Max Recovery Tries:
Recovery Retry Interval:

Recovery Wait Time:

Time in ASSIGNED state:

** Server Address:
** Base Port:
Startup Time:

Shutdown Time:

C:\Program Files\CleoTP\

seconds

seconds
o

seconds

seconds
|:| X Recovery Wait Time
seconds

seconds

Log Level:

Turn Auto Recovery: @ On O Off

Tracing: @ Off © Low Level © Data Stream O All
** SSL Support: O On ® Off

** Encrypted Macro Table: O On ® Off

E-mail Notification: O0On® Dﬁ[ View [ Edit Settings ]
Event Logging: O On ® Off

TN3270 Auto Reconnect/Retry: O On ® Off

Figure 12: Configuration Options
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View Base Path

The Base Path is specified during installation and cannot be modified (is read-only).
Defaults: Windows (C:\Program Files\CleoTP\), UNIX/Linux (/opt/cleotp/)

The Base Path identifies the location of the Transaction Processor install folder. This folder
contains all the necessary directories and files to run the product. This folder includes the
following:

bin — a subdirectory of executables needed to run the TP and utilities

conf - a subdirectory of all necessary configuration files for the product

lib — a subdirectory of java and shared libraries required by the Transaction Processor
macros — a subdirectory containing the values for macros that are defined in the
Transaction Designer

resources — a subdirectory containing Web Admin templates, and licensing and session
information

trans — the subdirectory of transaction sets created using the Transaction Designer

uninstall — a subdirectory which includes the programs to uninstall the Transaction
Processor

Configure Timing Options

See Figure 12 for the default values of the timing options, which are:

Applicable to TN3270/5250 transactions only

Timeout — the maximum amount of time, in seconds, to wait for each host screen in a
transaction

Interlogin gap — the number of seconds between Transaction Processor startup and login
(and subsequent logins)

Maximum recovery tries — maximum number of user-defined recovery attempts.
Recovery retry intervals — seconds between tries at recovering a session

Recovery wait time — seconds a session can remain in one state before it is put into
recovery (excluding states PARKED, AVAILABLE, RECOVERING, DEACTIVATED,
HOST_DOWN).

This time should be configured to be greater than Timeout.
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Applicable to both TN3270/5250 and XML transactions

Time in ASSIGNED state — seconds a session can remain in the ASSIGNED state before
it is put into recovery. This number, a multiple of the recovery wait time value, is the
amount of time an application can keep a session reserved during a period of inactivity.
Startup time - seconds allotted for Transaction Processor service to initialize all enabled
sessions, which includes time needed to run the login transaction for all TN sessions. If
the startup time is not long enough, some of the TN sessions may not be logged into the
host and PARKED.

Shutdown time - seconds allotted for Transaction Processor service to shutdown, which
includes time needed to run the logout transaction on all parked TN sessions. If the
shutdown time is not long enough, some of the TN sessions may not be logged off the
host.

Configure Log Level

The Log Level identifies the type of entries made to the %TP_HOME%\logs\transaction.log
file for each session. The Log Level may be configured to any one of the following settings:

DEBUG - Provide detailed information on what is occurring during a run of the
Transaction Processor.

INFO — Provide basic information on what is occurring during a run of the Transaction
Processor.

WARN - Provide information on minor / recoverable / ignorable errors that are
encountered during a run of the Transaction Processor.

CRITICAL - Provide information on errors that need to be addressed immediately before
a run of the Transaction Processor can continue.

FATAL — Provide information on errors that prevent the Transaction Processor from
running and cannot be recovered.
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To change the log level, select the desired log level from the log level drop-down list.

Loy Level: WARNING 'l

NONE
IDEBUG

WARNIMNG
CRITICAL
FATAL

R R R R R R R e R R R R R AR AR R R R R R AR R R R R R R R R R R AR R R R R R R R R R R AR A R R R R R R R R R R AR R R R R R R R ]

NOTE: Setting the log level to DEBUG will turn ON input field validation for TN
transactions only. For XML transactions, the last XML response received as a result of
running an XML transaction is written to the response.xml file in the logs directory.

*hkhkkkhkhkhhkhkhhkhkhhhkhhhhkhhkhhhkhkhhkhhhkhhhkhhhkhhhkhkhhkhhhkhhhhkhhhkhhhkhhhkhhhhhihhiiiik
Configure Recovery Options (for TN transactions only)

User-defined Recovery

Use of the recovery feature in the Transaction Processor, though strongly recommended, is
optional. Setting the Max Recovery Tries to a value greater than 0 will signal the
Transaction Processor that it should run the user-defined recovery transaction that was
previously defined using the Transaction Designer.

*hhhhkhkhkkkhkhkhkhhhhhkhkhkhkkhkhhrrrhhhkhkhkhhhrrrhhhhkhhhhrrrhhhhkhhhhirrhiihkhhhiiiiix

NOTE: User-defined Recovery will not be run in a recovery situation caused by a host-
outage.

*hhkkkhkhkkkhkhkhkkhhkhkkhkhkhkkhhhkkhkhhkkhhhkkhhhkhhhkhhhkhkhhkhkkhhkhkkihkhkkihhhkkihhkkihhkkihhkkhhhkkhkhhkkhihkkiiikkiik

textbox.

Automatic Recovery

If automatic recovery is turned on, the Transaction Processor (TP) will use Power Off
followed by Power On session commands to attempt to recover the session and get it back to
a parked state after all user-defined recovery attempts have been made. Sending Power Off
followed by Power On tells the host that the terminal session has been turned off, and then
turned back on. This usually causes the initial host (i.e. banner) screen to be sent to the
session. When the TP detects this screen has been received, it runs the login transaction to
put the session into the parked state
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It is important to point out that the automatic recovery is not guaranteed to work in all
environments. Thus, we recommend that this feature be tested during application
development to determine if it will operate in the desired manner, or if a user-defined
recovery transaction is required.

To change the Auto Recovery option, select the desired automatic recovery “On” or “Off”
radio button.

Application Controlled Recovery

A user application may retain control of a session by issuing the keepSession feature call. In
this case, neither the user-defined nor automatic recovery will be executed until after a
release is issued by the application. Thus, the application, and not the Transaction Processor,
will be responsible for recovering the session.

Configure Server Options

The Server options are:

e Server Address — IP address or hostname of the system where the Transaction Processor
is running

e Base Port — port number to use as the server socket for client access

The Server Address field identifies the IP address of the system where the TP is running.
The Base Port number (<baseport>) plus one identifies the port number of the Transaction
Processor Service. The port number(s) of the host server(s) on UNIX or Linux are
<baseport> + n, where n is the session id + 1. The ports must not be reserved (0-1024) or
already in use by another process. Check which ports are in use before changing this value.

Configure Tracing (for TN transactions only)

There may be times when the transaction log does not provide enough information to track
down a problem related to the host. For this reason, optional tracing is available.

The tracing options are:

e Off - Turn both low level and data stream trace off

e Low Level - Turn only low level / hllapi trace on

e Data Stream - Turn only data stream / message trace on
e All - Turn both low level and data stream trace on

— Tracing: & Off © Low Level © Data Stream ¢ All o



Transaction Processor Administration Guide

Information captured during the trace can be found in the trace files, described below.

On Windows

The OHIO (Open Host Interface Objects) interface, similar to HLLAPI, is used to provide
access to TN3270/5250 screens on Windows. The mapping between each OHIO session and
Transaction Processor session can be found in the %TP_HOME%\logs\transaction.log.

Data Stream Trace
%TP_HOME%\conf\<host-name>_<ohio-session>_ds.txt (e.g. C:\Program
Files\CleoTP\conf\umlib_25493 ds.txt)

This trace captures the TN3270 or TN5250 data stream between the host and the emulation
layer. This type of trace is very helpful in resolving problems involving the SNA BIND
attributes as well as other problems involving the data stream.

Low Level Trace
%TP_HOME%)\conf\<host-name>_<ohio-session>_|l.txt (e.g. C:\Program
Files\CleoTP\conflumlib_25493 _Il.txt)

This trace captures the lowest level of communication between the emulation
communications layer and the underlying communications subsystem. This type of trace is
very helpful in resolving problems involving the establishment of a connection.

For example, the following log message specifies that session 3 is using OHIO session #
10506: LU3: Enabling trace for OHIO session 10506.

The trace files are found in the %TP_HOME%\conf directory and are named
as402__ 10506_ds.txt and as402__ 10506 _II.txt, where as402 is the name of the host setting
for session 3.

On UNIX/Linux

HLLAPI Trace
lopt/cleotp/logs/hll1-<port + sessid>, /opt/cleotp/hll2-<port + sessid> (e.g.
/opt/cleotp/logs/hll1-7564, /opt/cleotp/logs/hll1-7564)

This trace captures HLLAPI function information such as function number and data passed
into the function and/or returned from the function. This type of trace is useful for
determining which HLLAPI calls may have failed.

Message Trace
lopt/cleotp/logs/cleomsgl, /opt/cleotp/logs/cleomsg2
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This trace captures 3270 or 5250 data stream messages handled internally and/or sent over
TCP/IP to and from the host. This type of trace is useful for investigating local problems and
problems communicating with the remote host.

Configure SSL Support to TP Client

SSL support can be configured whenever a secure connection between the TP Service and TP
Client is required.
SSL Support: ¢ On & Off

Turn SSL Support On if only secure connections will be established.
Turn SSL Support Off if only non-secure connections will be established.
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NOTE: If SSL Support is turned On, non-secure connections will be refused. Likewise,
if SSL Support is turned Off, secure connections will be refused. When changing this
option, all affected TP services should be stopped, and all TP client applications must
be restarted.

*hhhhkhkhkkkhkhkhkhrhrhhhkhkhkhkhkhkhhrrhhhrhkhkhhhihrrhhhrhhhhhirrrhhhdhhhhhrrrriridhhhhiiirhiixixixdx

Configure Encrypted Macro Table

In addition to new encryption, the encrypted macro feature will never display macro values.
This is true both in the admin pages, as well as the Transaction Processor logs.

To change macro values, the “Encryption Password” utility must be used. See “Define
Keyboard Macros (admin user only, with secure encryption)” for more information.

Due to the secure nature of this feature, old macro values are not used. This means that by
default all macros will need to be redefined. There is a conversion utility that will allow old
versions of macro files to be converted to the new encrypted version, which is embedded in
the “Encrypted Password” utility.

Note that there is no way to retrieve a macro from the new encryption mechanism, as was
possible for the admin of the Transaction Processor previously. No user, regardless of
authority level, can see the contents of the encrypted macro table.
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Configure E-mail Notification (Windows only)

Any number of conditions (or triggers) encountered while running the Transaction Processor
might require that an operator be notified by e-mail.

E-mail Notification: © On & Off wiew [ Edit Seftings

Turn E-mail Notification On if e-mail should be sent whenever a trigger is encountered.
Turn E-mail Notification Off if no e-mail should be sent.

To View or Edit the E-mail Notification Settings (including triggers and e-mail server
information) click the View/Edit Settings button.

Configuration

Host: Imail.cleu.cnm

User: dene

Password: |uuu"
Recipient(s): dene@cnmpany.cnm
Trigger

¥ Any session is host down

" The Transaction Processar is starting
" The Transaction Processar is stopping
Message Format

& HTML © Text

The Transaction Processor Service running at localhost has sent the following
notification:

Session & in transaction set eskerTrans went host down at 11:54:27 AM
on October 10, 2005

Please see the Transaction Processor Administration
(http://localhost:38080) for more details.

Sawve Settings | Reset Settings | Closel

Figure 13 - E-mail Notification Setup
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Configuration

Host: IP address or host name of e-mail server

User: Valid e-mail user account name

Password: Valid password for e-mail user account name

Recipient(s): A semi-colon (;) delimited list of e-mail addresses to which notifications will
be sent.

Trigger

Triggers define what conditions (when satisfied) will cause an e-mail notification to be sent
out to the recipient list.

e Any session is host down: One email is sent for each transaction set when one of its
sessions becomes HOST_DOWN.

e The Transaction Processor is starting: The TP service has been started by an
administrator.

e The Transaction Processor is stopping: The TP service has been stopped.

Select (check) the check box next to the trigger(s) to turn the trigger(s) on.
Unselect (uncheck) the check box next to the trigger(s) to turn the trigger(s) off.
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Message Format

E-mail notifications can be sent as either HTML or plain text.

Most e-mail clients (such as Outlook) support the display of HTML messages. However,
there are some cases where HTML cannot be displayed. In this case, the use of plain text can

be used.

& HTML & Text

The Transaction Processor Service running at
localhost has sent the following notification:

Stopping service at 1:54:27 AN on October 10. 2005.

® HTML  Text

The Transaction Processor Serice running at localhost has sent the following
notification:

Session 8 in transaction set eskerTrans went host down at 11:54:27 AM

on October 10, 2005

Please see the Transaction Processor Administration
{http:/localhost:38080) for more details.

button.

Configure Event Logging (Windows only)

If this option is set on, then all log messages having level WARNING, CRITICAL, and
FATAL will be written to the Windows event logger. This could result in a large number of
event logs depending on the number of sessions configured.

Configure TN3270 Auto Reconnect/Retry: (Windows only)

The default for this option is OFF so that the Windows TN3270 Client software does not
automatically try to reconnect the TN3270 Protocol Connection to the Mainframe/AS400’s
TNSERVER. If instead, it is desired to have the TN3270 Client software automatically try to
reconnect the TN3270 Protocol Connection when it drops, then change the setting to ON.
Using a setting of ON duplicates the Cleo Transaction Designer setting so that transactions
will run identically to how they run using the TD Validator.
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View Version and License Information

Transaction Processor version=4.3.0.10

Host ID: blade

Serial Number: 123456

Licensed Sessions: 120

Expiration Date: PERMANENT

License File: | “ Browse... ] Install

The license information includes:

e Host ID - a unique descriptor identifying the computer running the Transaction Processor

e Serial Number - a unique 6-digit number that is assigned to the Transaction Processor
software by Cleo.

e Licensed Sessions - the number of configurable sessions that are allowed by the license

e Expiration Date - provides the date when the license expires and the Transaction Processor
will be disabled. If this field displays “PERMANENT”, then the license does not have an
expiration date.

Any Licensed Add-Ons (separately installed additions to the Transaction Processor) will be
displayed below the license information.

See the Transaction Processor Quick Start Guide for information on installing or updating a
license.




Transaction Processor Administration Guide

Administration Features

CLEO

Return To Cleo Component Selection |

Perfarm Function ”Stan Service ZI or ¥iewlog “transamion.log 'l I filter bYI

The Transaction Processor Service is currently stopped.

Refresh Status | r everylS[l seconds.

Status unavailable

CL|E

This content and all generating code is © 2005 Cleo Communications

() Cleo Communications

Figure 14: Administration Page

From the administration page, you can:
e View and empty the log files.
View service status.
Start and stop the TP Service.
Deactivate and activate one or more sessions.
Start and stop one or more sessions.
View session status.

You can also choose to return to the Selection Page by clicking Return To Cleo Component
Selection.
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View Logs

There may be a need to view the messages contained in the log files. You can view the log

files using the Log Viewer from the administration page.

ey Log ||transadiun.lugj I~ filter b'g,.fl

To launch the Log Viewer:

1. Select a log from the log file drop-down list.

2. Optionally, check the filter by check box and enter a value to filter by (which will

display only messages that contain the given text)
3. Click View Log which will display the following window.

= filter by [CU1]

3 Cleo Transaction Processor Log Yiewer - Microsoft Internet Explorer

Edit  Wiew

Favarites  Tools

transaction log

Help

=101

Path: C:'Program FilesWCleo TPYogstransaction log

Last Modified: 07/29/2004 17:09:12:52

Rmmshl Empwl

File Size: 243169

0 fieldDefs Lo process ;l
Jvm 1 | 07/25/04 16:15:24:270:DEBUG: #50: LUS: cleoplg3d: Transaction: login - Returned
data: null

Jvm 1 | 07/25/04 16:15:24:270:INFO:#51: LUS: cleoplg3: Transaction: login - Run of
transaction successtul

Jvm 1 | 07/25/04 16:15:24:270:INFO:#163:LU5: Finished logging in session.

Jvm 1 | 07/25/04 16:15:24:270:DEBUG:#164:LU3: Parking session...

Jvm 1 | 07/25/04 16:15:24:270:INFO:#65: LUS: cleoplg3d: Transaction: park - Starting

run of transaction...

Jvm 1 | 07/25/04 16:15:24:270:INFO:#166:LUS: No PARK transaction to run after LOGIN, = |
assuming LOGIN left session Parked

Jvm 1 | 07/25/04 16:15:24:270:DEBUG:#259: LUS: cleoplg3d: — Releasing session...

Jvm 1 | 07/25/04 16:15:24:270:DEBUG:#16:LUS: Session status updated — new STatus:
RELEASED

Jvm 1 | 07/25/04 16:15:24:270:INFO:#1580:LU5: Session successfully reparked by repark

or within user defined transaction.

Jvm 1 | 07/25/04 16:15:24:270:INFO:#241:LU5: Login thread is done.

Jvm 1 | 07/25/04 16:15:27:175:DEBUG: #65: LU9: cleoplgd: Transaction: login - Expected
screen "screen’.1” found after 6 times through pause with & total wait time of § seconds.
Pause returned with roc=:2z6.

Jvm 1 | 07/25/04 16:15:27:175:DEBUG:#70: LU9: cleoplg3: Transaction: login - There are

0 fieldDefs to process

Jvm 1 | 07/25/04 16:15:27:175:DEBUG: #50: LU9: cleoplg3d: Transaction: login - Returned
data: null

Jvm 1 | 07/25/04 16:15:27:175:INFO:#51: LU9: cleoplg3: Transaction: login - Run of
transaction successtul

Jvm 1 | 07/25/04 16:15:27:175:INFO:#163:LU9: Finished logging in session.

Jvm 1 | 07/25/04 16:15:27:175:DEBUG: #164:LTU9: Parking session...

Jvm 1 | 07/25/04 16:15:27:175:INFO: #65: LU9: cleoplg3d: Transaction: park - Starting

run of transaction... =

Figure 15: Log Viewer

4. Click Refresh to display the most current log messages.
5. Click Empty to clear the log.
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Managing Sessions using the Web

[ Perform Function HStart Senice Vl or [ View Log ]|transactian.|ag Vl ] filter b}'l:l

The Transaction Processor Service is currently starting.

‘[ Refresh Status ] 1 every |30 seconds.

Session Range: | 1-10  +

Transaction Set Host Server  Staws  LastTransaction  Since
’; eskerTrans esker-TN PARKED login 05/31/11 10:22:36:951
| 2 | sample ‘sample-TN ‘ PARKED | login |05f3m1 10-22-39-639
| 3 | sample ‘sample-TN \ PARKED | login |05f31f11 10-22-42'561

4 eskerTrans esker-TN PARKED login 05/31/11 10:22:45:670
5 eskerTrans esker-TN PARKED login 05/31/11 10:22:48:623
6 — . —  UNASSIGNED | — | —

Figure 16: Session Management

The Session Manager provides status information about and controls for the Transaction
Processor sessions. The Session Manager is divided into the following sections:

e Service Status (snapshot)

e Service Management

e Session Pool Status (snapshot)

e Session Pool Management

Service Status

If the Transaction Processor Service is running, the status will display as “The Transaction
Processor Service is currently running.”

If the Transaction Processor Service is not running, the status will display as “The
Transaction Processor Service is currently stopped.”

Starting and Stopping the Service

In the event that changes affecting mapping of transaction sets to sessions and host settings
have been made to the Transaction Processor configuration, the Transaction Processor
Service (TP) must be restarted (by stopping and starting the TP) in order for the changes to
take effect.
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The Transaction Processor Service can be started and stopped from the Administration Page
by selecting the Start Service and Stop Service entries in the pull-down box and clicking
Perform Function.

If stopped successfully, you will be notified with a message similar to the following and the
Service Status will change accordingly.

Microsoft Internet Explorer x|

& Setvice is skopping - check the log Filels) to determing iF all the sessions have been succesfully logged ouk,

khhkkkhkhkhkkhkhkhkkhhkhkkhkhhkkhhhkkhhhkkhhhkhhhkkhkhhkhkkhhkhkkhhkhkkhhhkkhhhkkhhkkhhhkkihhkkhkhkkhihhkkhkhhkkhihkkhihkkiik

NOTE: You will no longer be able to view session status after stopping the service. Instead

you will see “Status is unavailable.”
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If the service starts without any error, then the following dialog box will be displayed and the
Service Status will change accordingly.

Microsoft Internet Explorer x|

& Service is starking - check the session status ko determine the state of individual sessions,

*hhkkkhkhkkkhkhkhkkhhkhkkhkhhkkhhhkkhkhhkkhhhkkhhhkkhhhkhhhkhkhhkhkkhhkhkkhhkhkihhkkihhkkihhkkikhhkkihkhhkkhkhhkkhihkkhiikkiik

NOTE: At this point, you will be able to return to viewing session status.

*hhkkkhkhkhkkhhkhkkhhkkkhkhhkkhhhkkhkhhkhhhkhhhkhhhkhhhkhkkhhkhkihkhkkhhkhkkhhhkkhhhkkihhkkihhkkhhhkkhhhkkhihkkiiikkiik

On UNIX/Linux, the following commands can also be issued to start and stop the TP.

> tpservice start
> tpservice stop
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Session Management

Use the Activate/Deactivate functions to add/remove a session to/from the Transaction
Processor session pool before launching the Session Viewer. (See Appendix A: Manual
Recovery.) This is necessary so that the user application does not attempt to access the
particular session while you are viewing it. (This could cause unpredictable results.) Once
you have finished viewing sessions, be sure to reactivate them so that they will be returned to
the session pool.
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NOTE: A session cannot be activated if the Transaction Processor Service cannot put it into
a PARKED state. Be sure to navigate to either the initial (banner) screen (if the session
failed to park during initial startup) or to the parked screen (if the session was successfully
parked during initial startup) before reactivating a session.

Issuing the Stop Session followed by the Start Session function allows any changes made to
the transaction files (as a result of using the Transfer function of the Transaction Designer) to
take effect without stopping and restarting the whole TP service.

Use the Stop Session function to run the logout transaction, remove the session from the
Transaction Processor session pool, and disconnect from the session. This allows another
application access to the session. Any deactivated sessions must be activated before they can
be stopped.

Use the Start Session function to re-connect to the session and run the login transaction,
putting the session into the Transaction Processor session pool.

To perform the Activate, Deactivate, Start Session, or Stop Session function for one or
more sessions, select the appropriate entry from the pull-down box and click Perform
Function.

Perform Function | Start Senvice 7| or Wiewlog ”transadion.log VI r Elterbyl

Start Service
Stop Service

Deactvate Session(s)

Activate Sessions(s)
_ Start Sessions(s) .
The Transaction ProcdStop Sessions(s) ¥ running.

A dialog similar to the following is displayed:
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<} Enter Sessions - Microsoft Internet E o ]

Which sessions would you like to deactivate?

SEISION I to I

CE.

All zezsions using host type: I vl
ﬂl Cancell

Enter one session number, a range of session numbers, OR select from the pull-down box the
host connection type of the sessions to be affected.

A1 sesstons using host type:

ﬂl Cancel |

Click OK to continue.
An informational dialog box is displayed, similar to those shown below.

Microsoft Internet Explorer x|

' "-n.‘ Deackivating sessions using hosk conneckion type TH,
[

Microsoft Internet EXp x|

L] "-n.‘ Ackivating session 1,
L

Microsoft Internek EXp x|

L] "-n.‘ Stopping sessions 5-6,
L

Check the session pool status table to determine when the status has changed to what was
requested. Also, check the transaction.log file for more information.
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Session Pool Status

The Session Pool Status section displays licensed sessions and their corresponding
transaction sets (if enabled), host server being used, status values, the last transaction run,
and time when the session last changed status.

To refresh the status information manually, click the Refresh Status button.

To refresh the status information automatically on a periodic basis:
e Select the every check box
e Enter the number of seconds between subsequent refreshes in the associated textbox.

3 evewlBD seconds.

Session Pool Status will be displayed for a range of up to 10 sessions at a time. If more than
10 sessions are licensed, to change which sessions are displayed, select the range from the
provided Session Range: drop down list.

Session Range: IHD TI

The following tables describe the meaning of each status that can be displayed.

Status Description TN3270/5250 | XML

ASSIGNED Session has been reserved by an Yes Yes
application.

PARKED Transaction Processor has completed | Yes No
running the login and optionally the
park transaction.

RECOVERING Transaction Processor is attemptingto | Yes No
restore the session to a parked state.

AVAILABLE Session is ready to be initialized for Yes Yes
Transaction Processor start-up, or
when re-starting individual sessions.

DEACTIVATED Session is not in the session pooland | Yes Yes
thus cannot be reserved.

IN_TRANSACTION Transaction Processor is running a Yes Yes
transaction.
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These status strings are returned less frequently:

Status Description TN3270/5250 | XML
UNAVAILABLE Session is in an unrecoverable state due | Yes Yes
to fatal error. See Event Log for possible

reasons for the failure.

RELEASED Transaction Processor has completed Yes Yes
running the login and optional park
transactions

REPARKING Transaction Processor is running a Yes No
<transaction>_park transaction.

LOGGING_IN Transaction Processor is running the Yes No
login transaction.

LOGGED_IN Transaction Processor has completed Yes No
running the login transaction.

PARKING Transaction Processor is running the park | Yes No
transaction.

LOGGING_OUT Transaction Processor is running the Yes No
logout transaction.

LOGGED_OUT Transaction Processor has complete Yes No
running the logout transaction.

COMM_CHECK Host communications have failed forthe | Yes No
session.

KB_LOCKED Session is not allowing input due to Yes No
previous attempt to send invalid data to
screen. (e.g., field value is longer than
field width on screen)

HOST_WAIT Host application for this session is busy Yes No
processing data

HOST_DOWN Access to host is unavailable due to Yes Yes
network outage, host outage, or link
outage.

UNLICENSED License (cleotp.lic) has not been installed | Yes Yes
from the Web Admin after the Transaction
Processor has been installed.

UNASSIGNED Session is licensed but not enabled. Yes Yes

Each status label is color-coded, with RECOVERING and HOST_DOWN displayed in red,
DEACTIVATED displayed in gray, and the remaining status values displayed in black.
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NOTE: If a session is shown in the UNAVAILABLE state, the Transaction Processor Service
will need to be restarted and possibly reconfigured in order to restore the session to a
useable state. Check for logs indicating the problem.
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Management Using Command-line Utilities

The TP Service and sessions can be managed using the command-line programs that are
described in this section. The programs are located in %TP_HOME%\bin (default on Windows
is C:\Program Files\CleoTP\bin, /opt/cleotp/bin on UNIX).

Start/Stop/Status of the TP Service

Use the tpmanager command on Windows and the tpservice command on UNIX/Linux to start or
stop the TP service, or to determine its status.

tpmanager <start|stop|status>

Examples

tpmanager start
Transaction Processor Service is starting...
Transaction Processor Service was successfully started.

tpmanager status
Transaction Processor Service is running.

tpmanager stop
Transaction Processor Service is stopping........
Transaction Processor Service was successfully stopped.

tpmanager status
Transaction Processor Service is not running.

Session Management
Use the tpcommand to display information about one or more sessions as described in the table below.

tpcommand <command number> [<start session id> [<end session id>]]

FUNCTION COMMAND RESULTS

GET_STATUS_TABLE tpcommand 1 Displays status table for all licensed sessions
DEACTIVATE session(s) tpcommand 2 <session1> [<session2>]| Removes specified session(s) from session pool
ACTIVATE session(s) tpcommand 3 <session1> [<session2>]| Returns specified session(s) to session pool
STOP_SESSION(s) tpcommand 4 <session1> [<session2>]| Runs logout for specified session(s)

START _SESSION(s) tpcommand 5 <session1> [<session2>]| Runs login for specified session(s)
GET_STATUS of session(s) tpcommand 6 <session1> [<session2>]| Displays status for specified session(s)
GET_SCREEN for session tpcommand 7 <session id> Displays current emulator screen for session
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Equivalent commands are listed in the following table:

EQUIVALENT COMMAND

COMMAND

RESULTS

gstatall

tpcommand 1

Displays status table for all licensed sessions

deactses <session1> [<session2>]

tpcommand 2 <session1> [<session2>]

Removes specified session(s) from session pool

actses <sessionl> [<session2>]

tpcommand 3 <session1> [<session2>]

Returns specified session(s) to session pool

stopses <sessionl1> [<session2>]

tpcommand 4 <session1> [<session2>]

Runs logout for specified session(s)

startses <session1> [<session2>]

tpcommand 5 <session1> [<session2>]

Runs login for specified session(s)

gstat <sessionl1> [<session2>]

tpcommand 6 <session1> [<session2>]

Displays status for specified session(s)

gscreen <session id>

tpcommand 7 <session id>

Displays current emulator screen for session

Examples

tpcommand 1 or gstatall

LU Transaction Set
sample
eskerRecovery
sample415
sample415
eskerTrans
eskerTrans
eskerTrans
eskerTrans

OCoOoO~NOOrWNPE

etc.

Last Transaction Since

Host Server Status

sample-TN PARKED login
esker-TN HOST _DOWN ---
testssl1-TN PARKED login
sampleSSL-TN PARKED login
esker-TN HOST _DOWN ---
esker-TN HOST _DOWN ---
esker-TN HOST_DOWN  ---
esker-TN HOST_DOWN  ---

tpcommand 2 1 or deactses 1

Deactivating session 1.

tpcommand 6 1 or gstat 1

LU Transaction Set
1  sample

Host Server
sample-TN

tpcommand 4 7 10 or stopses 7 10

Stopping sessions 7-10.

tpcommand 6 7 10 or gstat 7 10

LU Transaction Set
7 eskerTrans
8 eskerTrans
9 eskerTrans
10 eskerTrans

DEACTIVATED

Last Transaction

login

08/18/06 09:00:38:465
08/18/06 09:01:23:919
08/18/06 09:00:43:545
08/18/06 09:00:46:280
08/18/06 09:01:32:922
08/18/06 09:01:38:923
08/18/06 09:01:41:923
08/18/06 09:01:44:923

Since
08/18/06 10:01:27:285

Host Server

Status Last Transaction Since

esker-TN AVAILABLE

logout

esker-TN AVAILABLE logout
esker-TN AVAILABLE logout
esker-TN AVAILABLE logout

08/18/06 10:36:14:812
08/18/06 10:36:15:796
08/18/06 10:36:16:796
08/18/06 10:36:17:796

tpcommand 5 8 or startses 8

Starting session 8.

tpcommand 6 8 or gstat 8

LU Transaction Set
8 eskerTrans

Host Server

Status Last Transaction Since

esker-TN PARKED login_any

tpcommand 7 8 or gscreen 8
Status of session 8 is PARKED

08/18/06 10:40:14:328
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Press Enter to display screen ...

After the Enter key is pressed, the current screen is displayed as shown in Table 1. The exclamation point (1)
indicates a field attribute on the screen.

WARNING: If the session is in use by the TP (e.g. running a transaction), executing this command could
cause a transaction to fail due to contention for the screen.

Table 1: Session Screen Display

ILUIS Menu USERIR  08/18/06 10:23:58 TEDVIOK9 NERLUIS

IType!hland press <ENTER> for help. !

I ILIBRARY CATALOGS 116 'LUIS INDEXES & DATABASES A-E
12 IFlorida A&M University 117 ILUIS INDEXES & DATABASES F-Z

1 3 IFlorida Atlantic University 118 ICOURSE RESERVE INDEXES

!4 IFlorida Gulf Coast University ! !

15 IFlorida International University ! !

16 IFlorida State University 11

17 WUniversity of Central Florida ! !These databases and many more
1 8 University of Florida ! lare available via WebLUIS at

19 University of North Florida ! !http://webluis.fcla.edu

110 'University of South Florida ! Isome include links to full text

111 University of West Florida !

112 ICOMBINED CATALOG of SUS LIBRARIES ! !
1 [
(! 129 IStaff Signon (USERID Required)

115 ICenter for Research Libraries 130 !Exit LUIS and sign off

IType the number of your choice and press the ENTER key:!8 !
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Session Monitoring

Use the cleotpstats command to periodically report the following:

Current date and time

Number of licensed sessions

Number of configured (enabled) sessions

Number of PARKED sessions

Number of sessions in use, or active (IN_TRANSACTION, PARKING, etc.)
Number of sessions in RECOVERY

Number of sessions HOST_DOWN

cleotpstats <frequency in minutes> <number of repetitions> [seconds]
Defaults: frequency = 1 minute, repetitions = 1
Use 0 repetitions for continuous reporting.
Specify “seconds” for frequency in seconds.

Examples

cleotpstats
date time licensedCount configuredCount parked inUse recovering hostDown
08/17/2006 04:30:31,96,30,15,0,0,0

cleotpstats 5 3 seconds

date time licensedCount configuredCount parked inUse recovering hostDown
08/17/2006 04:32:07,96,30,30,0,0,0

08/17/2006 04:32:12,96,30,30,0,0,0

08/17/2006 04:32:17,96,30,30,0,0,0
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Using the Connection Manager

Introduction

The Transaction Processor Connection Manager provides the following configuration and
monitoring capabilities for the TP Client:

e Connection Pool Setup

e Enable/Disable Cleo Fail Over Monitor Service

Configure periodic time interval to run Cleo Fail Over Monitor Service to update status of all
connections

Configure Primary Connection for each pool

Configure Secondary Connections for each pool

Configure Secure(SSL) Client Connection Support

Service Status Monitoring
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NOTE:

If TP Connectors are NOT used with the optional “pool” parameter, then there is no need
to use the Connection Manager nor the Cleo Fail Over Monitor Service.

Even if TP Connectors are used specifying a “pool”, connection pools do not
need to be configured if neither a secure or redundant connection is required.
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The Connection Pool contains a set of “pools” each with connection configurations that specify
to the TP Client how to access a TP Service that is available, for each “pool”.

When a TP Connector, specifying a pool name, is requested, the TP Client will refer to a file
“connPool.xml” that contains connection information about all pools and the current status of
each connection(In Service on NOT In Service(Unavailable)). If the primary connection is “In
Service” the TP Client will use that connection to try to establish a TP Connector. Otherwise,
the TP Client will use the first connection for the pool specified, that is in an “In Service” state.
The “connPool.xml” file is located as follows:
WINDOWS
%TP_HOME%\resources\sessions
UNIX
%TP_HOME/resources/sessions
WHERE: TP_HOME
is C:\Program Files\TP on Windows
is /opt/cleotp on UNIX

In addition to the Connection Manager to configure TP Client pools and their connections and
monitor the status of all the connections, the TP Client also includes a Service.
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Using the Cleo Fail Over Monitor Service

The service that Monitors each pool’s connections and updates their status, for Windows systems
is called

Cleo Fail Over Monitor Service
The Cleo Fail Over Monitor Service is installed with a default mode of “Manual”.
The Cleo Fail Over Monitor Service can be started manually using the Windows
“Administrative Tools”, or can be set to “Automatic” mode to start automatically whenever the
Windows system is started.

For UNIX, the same functionality is accomplished by using the command line command
fomonitor start

to start the Cleo Fail Over Monitor Service, or
fomonitor stop

to stop the Cleo Fail Over Monitor Service.

The Cleo Fail Over Monitor Service can be ENABLE or DISABLED using the Connection
Manager. And a Failover Retry Interval(seconds) can be configured using the Connection
Manager. The Cleo Fail Over Monitor Service, if ENABLED and if the Service is started, will
run every Failover Retry Interval seconds and check the status of each pool’s connections
updating their current status of “In Service” or “Unavailable” in the connPool.xml file located in
the “resources” directory.

When a TP Connector is created by an application specifying a “pool” the TP Client uses the
Primary connection, defined in the connPool.xml file, unless its status is “Unavailable”.

If the Primary connection’s status is “Unavailable” the TP Client will find the first Secondary
Connection defined for the “pool” that has a status of “In Service” and use that connection for
subsequent API requests from the Application(eg. reserve, runTransaction, release).

Refer to the TP Programmer's Guide for more details on how to utilize the dynamic failover
capability within the client application.
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Failover Support

There may be instances where failures occur in either the Transaction Processor Service itself,
the remote system where the Transaction Processor Service is running, or the network that
prevent the associated application from accessing the necessary data needed by the user of the
application. For this reason, the TP Client supports failover support to multiple Transaction
Processor Services through the use of the Connection Pool.

The first connection in a pool is designated the “primary” connection. If the associated
Transaction Processor for the “primary” connection is “In Service”, then the connection will be
established. The remaining connections in a pool are designated “secondary” connections. A
“secondary” connection will only be established if the “primary” connection is unavailable for
any reason (such as network failures, service stopped, system shutdown, etc.). The connections
will be tested in sequential order until an accessible connection can be found. (The order can be
changed by following the instructions to Set Priority Order.)

localhost remotehost
Application
~
~
~
~
~
~
~
~a
TP Service TP Service

P> Primary
<= = =P Secondary
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Access the Connection Manager

The Connection Manager is a web based application that runs in any web browser such as
Internet Explorer, Netscape, or Mozilla that can access the system where the TP Service is
running.

To access the Connection Manager:

1. Check that the Transaction Processor Admin service is running using Services under
Administrative Tools. If the Transaction Processor Admin service is not running, then start it.

2. Enter the following URL into the address line of your browser.
“http://<ipaddress>:38080/CManager/CManager.jsp” where <ipaddress> is the host name or
IP address of the system where the Transaction Processor service or client is installed.

3. If accessing the Connection Manager for a Transaction Processor Service installation, select
Connection Manager from the drop-down list that is displayed on the Selection Page and click
GO. If accessing the Connection Manager for a Transaction Processor Client installation, no
additional step is necessary. The Connection Manager should appear.

[ Return To Cleo Component Selection ]

[ Fail Over Config/Manage ]

|[ Add New ]|E[ Modify/Delete ]|[ Set Priority Order ]|E[ Delete ]|

Refresh Status

Figure 17: Connection Manager
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Connection Pool Setup

The Connection Manager can be used to:

Enable/Disable the Cleo Fail Over Monitor Service

Configure time interval for the Cleo Fail Over Monitor Service to test each connection to
determine if the connection is “In Service” or “Not In Service”

Add a Connection or Pool

Modify an Existing Connection

Delete an Existing Connection

Set Priority Order

Delete an Entire Pool

Enable/Disable and Configure the Cleo Fail Over Monitor Service

To Enable/Disable the Cleo Fail Over Monitor Service:

1. Click the Fail Over Config/Manage button under Fail Over Monitor.
2. The “Modify Fail Over Monitor Configuration” window should appear.

= Modify Fail Over Monitor Configuration - Windo. .. E”E|E|

FailOver: ® 0off O0On

Failover Retry Interval{seconds): |EEDD |

[ Save ] [ Cancel ]

3. Click the FailOver Off button to DISABLE the Fail Over Monitor Service from running

4. Cliek the FailOver ON button to ENABLE the Fail Over Monitor Service. When
ENABLED(and for Windows the Service is running, or for Unix the service is running via
the “fomonitor start” command), the Cleo Fail Over Monitor Service will run every
“Failover Retry Interval” seconds. Each time the Cleo Fail Over Monitor Service runs, it
will test every connection and determine if the connection is “In Service” or “Not In
Service(Unavailable). The “conPool.xml” file will be updated as well, to reflect the
current status of each connection.

5. To Configure the time interval(seconds) to run the Enabled Fail Over Monitor Service,
enter the number of seconds in the Failover Retry Interval(seconds) box.
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6. Click the Save button to SAVE the changes made.

Add a Connection or Pool
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NOTE: New connections can be added to an existing pool or a new pool. Since a pool must
contain at least one connection, a new pool can only be added when a new connection is added.
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To add a connection to a new or existing pool:

1. Click the Add New button under Connections.
2. The “Add New Connection” window should appear.

3 Add New Connection - Micros o =] P4 | il 2 Add New Connection - Micros — 0] =]
IP Address: | IP Address: |
Port: || Port: I

Pool: I_L, MNew Pool |

SSL Support: @& Of  On

Timeout: I

Savel Cancel |

Pool: Itest 'I

SSL Support: & Off  On

Timeout: |

Savel Cancel |

gk w

a. Enter a name for the new pool.

Explorer User Prompt
St o
Enter a unique name for the new poal.
Canesl
Itasl|
c. Click OK.

Enter an IP Address of an available TP Service (running locally or remotely).
Enter the Port of the TP Service. (7561 is the default)
. Click New Pool if a pool name has not yet been specified.

d. The new pool name will appear in the drop-down list.

6. Configure SSL Support option. Select Off if a secure connection between the TP Client and
Service is not required. Select On if a secure connection between the TP Client and Service is
required.
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NOTE: When changing this option, all affected TP services should be stopped, and all
TP client applications must be restarted. If SSL Support is turned Off in the TP
Service, only TP Clients with SSL Support turned Off can access the TP Service.
Likewise, if SSL Support is turned On in the TP Service, only TP Clients with SSL
Support turned On can access the TP Service.
KA E I I I I I I I A A A A A A A A A A A A A A A A A A A A A A A A A A A AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAhhhh*k

7. Configure Timeout (in milliseconds). The timeout is used to determine how long to wait
before giving up while attempting to connect to the configured TP Service. A value of at least
1000 milliseconds is suggested.

8. Click the Save button to save the settings. Click the Cancel button to close the “Add New
Connections” window without saving.

9. Click OK.

| Microsoft Internet Explorer

L] "_q,‘ Successfully saved connection
L]

Modify an Existing Connection

To Modify a Connection:

1. Select the connection # for the connection that will be modified from the drop-down list under
the “Connections” header.

2. Click the Modify/Delete button.

3. The “Modify or Delete Connection” window should appear.

€] Modify or Delete Connection - ... g |

IP Address: localhost
Port: 7561

Pool: test

SSL Support: @ 0f O 0On
Timeout: 1000

[ Save ] [ Celete ] [ Cancel ]

4. Modify any of the settings.
5. Click the Save button to save the settings. Click the Cancel button to close the “Modify or
Delete Connection” window without saving.
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6. Click OK.
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Delete an Existing Connection

To Delete a Connection:

1. Select the connection # for the connection that will be deleted from the drop-down list under

the “Connections” header.

Click the Modify/Delete button.

The “Modify or Delete Connection” window should appear.

4. Click the Delete button to delete the connection. Click the Cancel button to close the
“Modify or Delete Connection” window without deleting.

5. (;Iick OK to continue with the delete. X

Microsoft Internet Explorer

wmn

"“?f/ Are you sure? The delete of connection '0' cannot be undone,

[ Ok l [ Cancel

6. Click OK.
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Set Priority Order

To Set the Priority Order:

1. Click the Set Priority button.

2. The “Set Priority” window should appear.
] Set Priority Order - Microsoft I... [ ||0/E3

test

Ollocalhost  |7561|Mo |0

1|remotehost | 7561 Mo |1

Save | | Cancel

3. Enter the priorities in the required order.

4. Click the Save button to save the priorities. Click the Cancel button to close the Set Priority
window without saving.

5. Click OK.
Microsoft Internet Explorer

! E Successfully changed priority order

Delete an Entire Pool

To Delete a Pool (and all connections in the pool):

1. Click the Delete button under the “Pools” header. Refer to Figure 17.
2. Click OK to continue with the delete.

Microsoft Internet Explorer
9

\_‘j/ Are you sure? All connections for pool 'test’ will be deleted.

Ok ] [ Cancel
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Service Status Monitoring

The Connection Manager can also be used to monitor the status of the Transaction Processor
Services that are configured in any of the connection pools. Services that can be accessed will

have a status of “In Service” in green. Any service that is not accessible will have an
“Unavailable” status in red.

CLEO

(L AddNew ||[0[v|[_ Modify/Delete ][ _SetPriority Order

] @E][ Delete ]

Refresh Status

test |0flocalhost |7561|No |1000 Unavailable | http://localhost:38080
1|remotehost [7561|No  |1000 In Service |http://remotehost-38080
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Appendix A: Manual Recovery (TN Only)

Session Viewer

There may be a need to access a host emulator screen for a session that does not reach the
parked state and goes into recovery, and/or has errors reported in the transaction.log file.
This could happen if
e The Transaction Processor was unsuccessful getting the session to the parked state
when performing automatic recovery and/or running the user-defined recovery
transaction.
e The auto recovery property is not ON and no recovery transaction was defined, so
that no attempts were made to bring the session to a parked state.

Deactivating the session will remove the session from the Transaction Processor session pool
so that the screen can be displayed and, if necessary, brought to a recoverable screen.

Once a session is in the deactivated state, (i.e. not available to the TP) the session can be
viewed using the Session Viewer (see Figure 18) and brought to the correct initial or parked
screen. It can then be activated so that the TP can resume using the session for running
transactions.
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NOTE: If the auto recovery option is set ON in the configuration properties for the
Transaction Processor, the screen may have changed to the initial host (banner) screen as a
result of the Power Off and Power On commands being issued to the host for the session.
This prevents the ability to view the original screen that caused the error, as does the
presence of a recovery transaction. In order to preserve the integrity of the error screen,
auto recovery will have to be turned off. (For any configuration property change to take
effect, the TP must be stopped and restarted.)
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The Session Viewer is a standalone Transaction Designer recorder-like utility that allows you
to manipulate host screens.
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FLHT
CLEM

S#

woog

24-22

Figure 18: Session Viewer

To launch the Session Viewer:

1. First deactivate the session you wish to view (See Session Management).
2. Open the Session Viewer
e On Windows, open the Session Viewer using the installed shortcut (e.g. Start |
Programs | CleoTP | Session Viewer)
e On UNIX/Linux, open the Session Viewer by executing the tpviewer script
(parameters are optional):
> tpviewer [<Host> <Service Port> <Session>]
using an xterm window on the console, or
using an X-Windows server running on a remote system, such as Omni-X. The
DISPLAY environment variable must be set to the IP address of the remote
system running the X-Windows server. For example,
“export DISPLAY=10.2.3.55:0.0”
3. Fill in the required configuration values:

Sessioh:
Host:
Service Port:

x|

1

localhost

7561|

OK

Cancel

where,

e Session: is the session that you deactivated in step 1
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e Host: is the hostname or IP address of the system where the Transaction

Processor Server is running
e Service Port: is the port (Base Port + 1) used for client access (default is 7561)

See section, Configure Server Options, for a description of Base Port.

4. Click OK.
5. Navigate screens.

To close the Session Viewer, click the Xl in the top right hand corner.

Session Viewer for XML

The Session Viewer can also be used to display the last XML response document received
for a session that has been deactivated. Below is an example.

i Session Yiewer

Xmlsoap.orgisoap/envelope

ma-instance=
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Appendix B: Troubleshooting

General Errors

If the following page displays when attempting to enter the Web Admin, then most likely the
Transaction Processor Admin service on Windows, or the tomcat web server on UNIX, is not
running.

FSMEDY
File: !”| C o A | ol | & = & >>| Address |’4§|http:ﬁw.l.ss.ss:sosox | @ |Links »
0 -I jSearch: QWBb - @Shonp\ng - ®Trave\ @chtmnary Encyclopedla @Fun

=l
@ The page cannot be displayed

The page vou are looking far is currently unavailsble. The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

Flease try the following:

Click the [ Refresh button, or try again later.

If you typed the page address in the Address bar, make
sure that it is spelled correctly,

To check your connection settings, click the Tools menu,
and then click Internet Options. On the Connections
tab, click Settings. The settings should match those
provided by your local area networle {LAN} administrator or
Internet service provider (ISP},

If your Network Administrator has enabled it, Microsoft
Windaws can examine your network and autormatically
discover network connection settings,

If you would like Windows to try and discover them,

click &gy Detect Network Settings

Some sites require 128-bit connection security, Click the

Help menu and then click About Internet Explorer to
determine what strength security you have installed.

If you are trying to reach a secure site, make sure your
Security settings can support it. Click the Tools menu, and
then click Internet Options, On the Advanced tab, scroll
to the Security section and check settings for S5L 2.0, S5L
3.0, TLS 1.0, PCT 1.0.

Click the ™ Back button to try another link,

Cannot find server or DNS Error
Internet Explorer

[
[&] pone [T [@mtenee

Solution on Windows:

1. Check whether the Transaction Processor Admin service is running by viewing the status
in the Services list.

2. Ifitis not running, attempt to start the Transaction Processor Admin service by clicking
the start button.

Solution on UNIX/Linux:

1. Check whether the tomcat web server is running by issuing “ps —ef | grep tomcat”. Lines
similar to the following are displayed if so:
# ps -ef | grep tomcat
root 4635 1 011:40pts/0 00:00:29 /opt/IBMJava2-141/bin/java -
Djava.endorsed.dirs=/opt/cleotp/tomcat/common/endorsed -classpath /opt/IBMJava2-
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141/lib/tools.jar:/opt/cleotp/tomcat/bin/bootstrap.jar:/opt/cleotp/tomcat/bin/commons-
logging-api.jar:/opt/cleotp/lib/cleotp.jar:/opt/cleotp/lib/service.jar:/opt/cl.....
2. Ifitisnot running, start the tomcat web server by issuing “tpadmin start”.

Configuration Errors

Asynchronous Keyboard Macros and Session Files

If %TP_HOME%\macros\keyboard.mac (where the default %TP_HOME% is C:\Program
Files\CleoTP) does not include references to ALL the sessions contained in
%TP_HOME%\resources\sessions, the configuration page will display an error message.
This problem will only occur if either the sessions file or the keyboard macros file has been
manually edited outside the configuration page. It is highly recommended that these files
not be edited manually.

Solution: In this case, delete both files and redefine the sessions (and keyboard macros).

Failure to Enter A Required Host Name (Host Setting
Configuration)

Explorer User Prompk El
Script Prampt:

Enter a unigue name far the new host setting:
Cancel

Failure to enter a required host name when adding new host settings will result in an error
message being reported back.

Microsoft Internet Explor x|

& Yau musk enter a vwalid host name.

Solution: Make sure that a host name has been entered before clicking OK.
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Failure to Enter a Required Parameter (Host Setting
Configuration)

<} Host Settings - Microsoft Interne =10 x|
jaguar
Host Address: I
Port: I:23

Emulation Type:ITN3E?U "I

Turn E Support: & On € Off
LU/Pool: I

Savel Delete | Close |

Failure to enter a required parameter (Host Address or Port) will result in an error message being

reported back.

An error similar to the following will appear when the “Save Configuration” is clicked.

Microsoft Internet Explorer x|

& Invalid hiost name or address entered far hosk jaguar

Solution: Make sure that all required parameters are filled in before clicking Save
Configuration.
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Failure to Enter Macro Fill With (Base) Value

When editing keyboard macros, if the Fill Range button is clicked,

3 Edit Macros in Column - Microsoft Intern o ]

Edit Macros in Column 1

Fill with: |
™ |Append x| starting at|1
Fill Range | Clear Range | Cancell

but no Fill with (base) value is provided then the following dialog box will display.

Microsoft Internet Explore x|

& You must enter a base value,

Solution: Enter a base value before clicking Fill Range.
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Invalid Macro Start Value

When editing keyboard macros, if the Fill Range button is clicked,

3 Edit Macros in Column - Microsoft Intern o ]

Edit Macros in Column 1

Fill with: [test
v |e‘-"~ppend 'I starting atlb
Fill Range Clear Range | Cancel |

but an invalid starting value (which must be an integer >= 0) is entered then the following
dialog box will display.

Microsoft Internet Explorer x|

& Skarting walue rmust be zero aor positive.

Solution: Enter a valid starting value before clicking Fill Range.
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Invalid Session Range

For Session Range: I to I
Enahle Sessions | Disahle Sessions | Assigh Sessions To Host ||samp|e vl
Yiew Sessions | Agsgign Sessions To Transaction Set ||samp|e j

. TransactionSet  Host  EnabledKeyboardMacros |
An error message will display if an invalid session range (any non-integer values or integers
outside of 1 and the number of licensed sessions) is entered and any of the following buttons are
clicked:

Enable Sessions

Disable Sessions

Assign Session To Host

View Sessions

Assign Session To Transaction Set

Microsoft Internet Explorer x|

& Session Range musk be betbween 1 and 96 in non-decreasing order.

Solution: Enter a valid range before clicking any of the above named buttons.
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Administration Errors

Starting the Transaction Processor Service when it is already
running

If an attempt is made to start the service and it is already running, then the following dialog
will be displayed.

Microsoft Internek E x|

& Service is already running.

This message can be safely ignored since the intended action of starting the service was
already previously completed.

Stopping the Transaction Processor Service when it is already
stopped

If an attempt is made to stop the service and it is already stopped, then the following dialog
will be displayed.

Microsoft Internek E |

& Service is already stopped.

This message can be safely ignored since the intended action of stopping the service was
already previously completed.
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Log Messages

A table of log messages can be found in the Cleo TP Programmer’s Guide. These logs provide
details on the possible warning, critical, and fatal level messages that could be logged to the
transaction.log file. They may or may not relate to an administration error, and can be helpful in
determining where the application failed.

Restrictions

Because of the nature of some of the JavaScript as well as the CSS and because HTML 4 is
being used, some older browsers may not be able to display or handle the pages correctly.

Currently the Reset Settings button, when pressed, restores the page to its appearance directly
after it was loaded (which occurs after form submission through clicking one of the Add buttons
or the Save Settings Button.) It does not return the appearance to the initial state right after
component selection.

Technical Support

If you have purchased technical support from Cleo Communications, you may contact the
technical support number listed in your contract. Otherwise, you may purchase support from
Cleo Communications by contacting a sales representative at salesEN@cleo.com or 1-800-315-
3849
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Glossary

CSS - Cascading Style Sheets. A feature of HTML that gives both Web site developers and
users more control over how pages are displayed.

HTML 4 - Short for HyperText Markup Language, the authoring language used to create
documents on the World Wide Web. HTML is similar to SGML, although it is not a strict
subset. Version 4 is the current standard.

JavaScript - A scripting language developed by Netscape to enable Web authors to design
interactive sites.

JSP - Java Server Pages. A server-side technology, Java server pages are an extension to the
Java servlet technology that was developed by Sun as an alternative to Microsoft's ASPs
(Active Server Pages). Embedded in an HTML page, the Java source code and its extensions
help make the HTML more functional.

Keyboard Macro File - variable text stored in a table to be used as input in a transaction
sequence. A column number references each entry when defining send field definitions. The
value given in the keyboard macro will override any value that was defined in the
transaction. Commonly used to specify a different logon id and/or passwords for each host
session.

Session pool - the sessions that are available for use by the applications accessing the TP.
The sessions contained in the pool can be uniquely assigned to a single or multiple
transaction set(s). An application can only run the transactions contained in the transaction
set assigned to the session that is reserved.

Service - an application that runs in the background on Windows.

Session - HLLAPI id which maps to an LU. Refers to a 3270/5250 emulation session. This
document uses the term “LU” and “session” interchangeably.

TD — Transaction Designer. A standalone GUI based utility used to create recording clips
that are then used to define transaction sequences run by the TP.

%TP_HOME%% - The install path of the TP that can be determined by issuing “echo
%TP_HOME%” from the Windows command line.

Transaction - a sequence of requests used by the TP to traverse a host application.
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Transaction Sequence — a transaction sequence is defined in the TD, to be run later by the

TP. (Refer to the TD User’s Guide for more information on creating transaction sequences,

also referred to as transactions.) It represents a series of 3270 host application screens. Either

a user-defined transaction or a pre-defined transaction can be created. The following are pre-

defined transaction names:

e Login —used to log on to the host

e Park — used to navigate to a 3270 screen that the next transaction to run requires

e Logout — used to log off the host

e Recovery — used to navigate from an unknown or erroneous application screen back to a
parked state

Transaction Set - defined and created by the TD. It consists of a directory containing
transaction files and screen definitions that will be used during TP execution. It can be
associated with an existing or newly created user application and therefore have the same
name.

Transaction Set directory - this directory is the top-level directory (example: C:\Program
Files\CleoTP\trans) where all TD transaction sets will be accessed and stored. Each
transaction set is stored in a subdirectory, named according to the transaction set name,
below this top-level directory (...\trans\sample).

User-defined transaction - contains a host transaction that is run by the TP when requested
by the IVR application to retrieve information from the host. An empty user-defined
transaction named “transactionl” is created by the TD when it is first started up.

73



